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…2023 Threat Landscape…

…Cyber security in 2023…

…2022 Threat Report…

…Looking ahead: the 2023 threat 
landscape…

...Security Predictions Reports…
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Objective: enabling professionals to build proper threat landscape deliverables by themselves

✓ What is this so-called threat landscape?

✓ How do you produce such a thing?

✓ Dos and don’ts
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Source: https://paintingbynumbersshop.com/blogs/blog/paint-by-numbers-what-is-it

Source: https://paintbynumberspro.com/printable-painting-by-numbers/
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▪ What do people think it is?

▪ What do people ask for?

Source: https://www.youtube.com/watch?v=NcVeRlPu_5w
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Requirement based
(typically, internal)

Research based 
(typically, vendors or public agencies)

Guesstimate
(just doing what you think is right)

Source: https://artkatalog.eu/en/news/49_How-to-do-Painting-by-Numbers-.html Source: https://pixels.com/featured/flowers-abound-abstract-yolo-art-
studio.html

Source: Learntoart.com

*in the private sector
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Source: https://www.digitalartsonline.co.uk/features/illustration/this-robot-thinks-it-can-paint-it-can/



@gertjanbruggink 10

Low High

High

Low

TTPS
Threat actors

Behavioral aspects
Forecasting

Trends
High level stuff

Incidents with peers
Technical details

Forecasting 
hypothesis creation



@gertjanbruggink 11

https://awe401.medium.com/think-you-dont-understand-art-think-again-a-second-perspective-b938fb9c5497
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Source: https://www.trouw.nl/nieuws/alle-schilderijen-van-vermeer-zijn-nu-toch-bij-elkaar-in-je-

broekzak~b32ad718/?referrer=https%3A%2F%2Fwww.google.com%2F
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Source: https://images.collection.cooperhewitt.org/327669_659cf280d8bef871_b.jpg
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Low High

High

Low

Meet their needs
Keep satisfied

Key player
Engage Closely

Least important
Minimal effort

Show 
consideration

Keep Informed

Pro tip 💯
A consultative sales approach 

might be needed to engage 
stakeholders, educating on the 

value add of CTI.
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Guesstimate Questionnaires Interviews 

Pro tip 💯
Interview stakeholders, 

send them a questionnaire in advance and 
discuss wants/needs afterwards.

Better
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Source: https://commons.wikimedia.org/wiki/File:Leonid_Pasternak_-_The_Passion_of_creation_%281%29.jpg
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Source: https://www.bobross.com/bob-ross-master-set/
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Source: https://www.flickr.com/photos/wvs/3079565592/
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Source: https://www.artdex.com/wp-content/uploads/2021/12/image3-768x512.jpg
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▪ Experiment! 🧪

▪ Peer review regularly. 🔁

▪ Improve iteratively. 📈

Source: https://www.reddit.com/r/pics/comments/ht0dld/i_painted_a_self_portrait_painting_myself_oil_on/
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Source: https://fineartamerica.com/featured/natures-grandeur-chris-steele.html?product=art-print
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Overall
▪ Consider # of pages
▪ Less is more

Chapters
▪ Intelligence requirements vs. 

document structure
▪ Consider the audienceSource: https://www.youtube.com/watch?v=xdclcGGm-Yo



@gertjanbruggink 25Source: https://www.cisecurity.org/wp-content/uploads/2020/07/The-2020-Verizon-Data-Breach-Investigations-Report-DBIR.pdf

Source: https://media-exp1.licdn.com/dms/image/C4E12AQEX2yn12CXGsQ/article-cover_image-
shrink_720_1280/0/1642458681370?e=1668643200&v=beta&t=7sq5Gs82H6Qfaz590BNYVR2gNiCNOcBSr9

a2CkC5Gkc

Source: 
https://d2slcw3kip6qmk.cloudfront.net/marketing/pages/co

nsideration-page/Business-Process-FlowTemplate.jpeg

Source: https://www.channele2e.com/technology/security/solarwinds-orion-breach-
hacking-incident-timeline-and-updated-details/
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▪ In doing your analysis, you might be able to make assessments.

▪ When making assessments in a threat landscape, include confidence and 
likelihood. 

▪ For example: 

We assess with <insert confidence> that <insert assessment - for example 
on likelihood> because of <insert evidence> <insert sources>.

Pro tip 💯
Plan a moment periodically to review & benchmark 

everyone's assessments: great for year-end wrap 
ups and proactiveness to the organization. 
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▪ Decision makers 👩⚖️
What information is relevant for them to make decisions on?

▪ Analysts🧙♂️
What is relevant for other analysts?

Pro tip 💯
Consider making specific chapters for each 

audience, to add the right levels of 
granularity. 
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Suggestions to cut out 
summary page and 

discuss with 
stakeholders

Both physical and 
digital versions

Source: https://cwbrainport.nl/cwb-geeft-eerste-dreigingsrapport-uit/ [2020]

Bullet points, active 
voice and to the point

Structured based on 
intelligence 

requirements

Details behind this 
page, same 

structure
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▪ FUD doesn’t work. Especially in 
threat landscapes.

▪ Never exaggerate the role of APTs 
versus commodity cybercrime.

▪ Indicators of Compromise are 
dead. Long live Tactics, 
Techniques & Procedures  - oh 
wait.

✓Need to include details (e.g. threat 
actors)? Use visuals (e.g. 
scorecards) over long page details.

✓Expect follow-up questions to your 
threat landscape and prepare 
accordingly.

✓ Less is more for decision makers. 
More is more for analysts.
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Looking for more content on 
building threat landscapes?

Gert-Jan Bruggink

@gertjanbruggink
/gertjanbruggink

gertjanbruggink@venation.digital
www.venation.digital 


